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Abstract

Modern NICs have evolved into shared, multi-tenant comput-
ers, integrating fixed-function and programmable accelera-
tors over common on-chip memory, compute, DMA engines,
and interconnect. As cloud providers increasingly offload
stateful data-plane functions onto these accelerators, they
also introduce a new class of runtime resource-contention
problems. Our measurements on NVIDIA ConnectX-7 show
that contention over shared on-chip memory inflates a co-
located tenant’s packet-processing tail latency by up to 2.2%,
even when the interfering workload executes on a different
accelerator. We argue that the root cause is architectural:
existing NIC control planes provision accelerator state but
lack an OS-like resource-management layer that observes,
arbitrates, and manages shared resources at runtime.

We propose NicOS, a NIC-native resource-management
architecture that separates reusable hardware mechanisms
from operator-defined policies. To make the vision concrete,
we instantiate NicOS for on-chip memory with Accelerator
Virtual Memory (AVM), which models memory as a shared
pool of named consumers and exposes a common observe-
and-act interface across accelerators. A software prototype
on NVIDIA BlueField-3 demonstrates feasibility; even emu-
lated in software, NicOS mitigates the resulting tail-latency
inflation. We conclude by discussing the hardware primitives
and research challenges this vision requires.

1 Introduction

The NIC is no longer a simple packet-delivery device; it
has become a small, shared computer inside the network
path. Modern NICs contain fixed-function accelerators, pro-
grammable processors, on-chip memory, DMA engines, and
interconnects, all multiplexed across tenants. Cloud providers
increasingly move stateful data-plane functions, e.g., network
virtualization, IPSec, RDMA, off the host CPU and onto these
on-path accelerators [15, 16, 19] (e.g., NVIDIA ConnectX [13],
Broadcom Thor2 [4], AMD Pollara [3], Intel IPU [10]).
Consolidating many tenants onto one chip makes them
share its physical resources, and that sharing is not free. Our
measurements on NVIDIA ConnectX-7 (CX-7) NICs show
the consequence of this sharing. Once a co-located tenant’s
working set exceeds the shared on-chip memory’s capacity,
an otherwise-unchanged victim’s packet-processing latency
inflates by up to 2.21x, regardless of whether the neighbor
runs on the same accelerator or a different one. For latency-
sensitive datacenter applications such as key-value stores [24,
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29], RPC [25], and disaggregated memory and storage [27,
36], this NIC-side jitter can inflate end-to-end tail latency [21,
23, 34, 35].

This “noisy-neighbor” problem has been long studied in
the cloud [11, 20, 33], but it has received little attention on the
NIC, despite its performance impact. We expect it to become
more prevalent as more cloud operators adopt programmable
NICs [1, 2, 14], where custom functions can be offloaded onto
shared on-chip compute and memory.

A natural question is whether today’s NIC software stack
already provides the mechanisms needed to manage this
contention. It was built to configure state, not to manage the
resources that state contends for. Operators set up flow rules,
RDMA context, and security associations on fixed-function
engines, or deploy code on programmable engines such as
CX-7’s data-path accelerator (DPA). These interfaces report
what was configured, not which tenant is consuming shared
memory, compute, or interconnect at runtime, and they offer
no common view of that consumption across accelerators.
Reconstructing such a view on the host, after the fact, is too
indirect and too slow, since the contention arises inside the
NIC’s silicon.

The root cause is the absence of a layer that arbitrates the
NIC’s shared resources at runtime. Provisioning resources
ahead of time is no longer sufficient once multiple tenants
dynamically share limited hardware resources under chang-
ing workloads and deployment-specific objectives. At that
point, resource allocation becomes a runtime systems prob-
lem rather than a hardware configuration problem. CPU-
based systems crossed this boundary decades ago, which
is why operating systems and hypervisors arbitrate shared
resources, even the last-level cache [37], instead of leaving
those decisions to fixed hardware policies. Modern NICs
now face the same architectural shift: many tenants dynam-
ically share on-chip memory, compute, and interconnect,
yet contention is still resolved by whatever implicit cache,
queue, or eviction rule the hardware enforces. Although NIC
firmware performs device-specific control, it largely imple-
ments static vendor-defined policies rather than dynamically
managing the resources shared across fixed-function and
programmable accelerators.

This calls for a runtime resource-management layer that
separates reusable hardware mechanisms from operator-
defined policy. We propose NicOS, a NIC-native OS architec-
ture for multi-tenant resource management. NIC vendors ex-
pose reusable observability and actuation mechanisms once,
making shared NIC resources visible and controllable across



accelerators. Operators write policies on top, expressing pri-
orities, guaranteed minimums, caps, and fairness without
asking the vendor to bake each one into silicon. These poli-
cies run on the NIC because contention must be handled
close to the resource, at the silicon boundary where it arises.

We make the vision concrete for on-chip memory, with
Accelerator Virtual Memory (AVM). AVM is not the whole
NicOS design; it is one instantiation of the abstraction and
interface a NicOS-managed resource needs. It models the
NIC’s on-chip memory as a single pool of named consumers
spanning every accelerator, and exposes observe and act in-
terfaces that let policy report and relieve contention over that
namespace. Because the namespace names state by owner
and object, e.g., a flow table, IPSec security association, or
RDMA address translation table, the same policy can cover
intra- and inter-accelerator contention.

We demonstrate feasibility with a software prototype on
an NVIDIA BlueField-3 equipped with CX-7. The prototype
emulates the observe and act mechanisms with NVIDIA’s
DOCA API [6], steering low-priority traffic off contested
on-chip memory and onto on-NIC ARM cores whose state
lives in on-NIC DRAM. Even this software emulation cuts a
victim’s tail latency by 1.4%, and hardware-native support
would recover more of the inflation.

We conclude with the open questions we must answer
to realize this vision (§8): what belongs in NIC silicon, how
the abstraction generalizes across the NIC’s other shared
resources, and how operators should program and safely
compose the policies that run on it.

2 Noisy-Neighbor Problem on the NIC

The NIC’s shared resources span on-chip memory, compute,
and the interconnects between them. We focus on on-chip
memory, which is fundamentally constrained. It is imple-
mented as small, fast SRAM that keeps the data path at line
rate, and because SRAM is expensive and die area is limited,
that same small pool has to be shared across every accelera-
tor on the chip. On-chip memory is also present in virtually
every NIC, making it the most broadly relevant resource and
the one we can measure on commodity silicon today.

2.1 Measurement on NVIDIA CX-7 NICs

We study NVIDIA ConnectX-7 (CX-7), a widely deployed
NIC whose silicon is also embedded in the BlueField-3 DPU.
On CX-7 silicon, every accelerator’s context is held in a
single, shared on-chip memory, the Interconnect Context
Memory (ICM) cache. This context includes flow entries,
IPSec security associations, and RDMA address translation
entries, among others. The context is installed through the
control-plane API into host or on-NIC DRAM and cached in
the ICM cache on first access.
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Figure 1: Primary’s packet-processing latency over time,
while the neighbor’s traffic also runs through HWS. The
neighbor’s traffic starts at 2 seconds, and its flow count in-
creases every second.

Measurement setup. We target two accelerators: (1) Hard-
ware Steering (HWS) [9], a programmable match-action
packet-processing subsystem used to execute a network func-
tion (NF) chain (Firewall — NAT — Metering), and (2) Data
Path Accelerator (DPA) [8], comprising 16 programmable
RISC-V cores (256 hardware threads in total) capable of exe-
cuting user-defined C programs.

We pair two tenant workloads: a latency-sensitive pri-
mary tenant, whose working set fits comfortably in the ICM
cache, and a neighbor tenant whose ICM footprint we scale.
These two tenants meet in two scenarios: intra-accelerator
contention, where HWS processes both tenants’ traffic, and
inter-accelerator contention, where HWS carries only the
primary’s traffic while the neighbor’s workload runs on the
DPA, randomly accessing its allocated memory region.

We drive the traffic workloads with an open-loop gen-
erator whose inter-packet gaps follow a Poisson process,
running on a separate server connected to the target CX-
7 NIC. To measure the neighbor’s impact on the primary
tenant, we record each primary packet’s processing latency
using CX-7’s hardware timestamping.

Intra-accelerator. We fix the primary’s flow count at 7000,
small enough that its flow entries fit comfortably in the ICM
cache, while varying the neighbor’s flow count from a thou-
sand to a million. The primary and neighbor offer loads of
12 Gbps and 84 Gbps, respectively. As Figure 1 shows, the pri-
mary’s latency rises as the neighbor’s flow count grows, and
its p99 inflates by up to 3.3 ps (1.64%). We confirm the cause
with DOCA’s telemetry API [7], which shows the ICM cache
miss rate climbing over the same interval as the neighbor’s
entries evict the primary’s.

Inter-accelerator. Here, the primary remains the same
HWS tenant as in the previous experiment, while the neigh-
bor instead runs a DPA workload in which 128 threads ran-
domly access an allocated memory region. The memory
region accessed from DPA threads varies from 10 MB to
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Figure 2: Primary’s packet-processing latency over time,
while the neighbor runs a DPA workload. The DPA threads
start at 1 second, and the size of the memory region they
access grows every 10 M accesses.

1000 MB. As Figure 2 shows, the primary’s p99 latency rises
by up to 4.9 ps (2.21x). The ICM miss rate again climbs in step,
confirming that even a neighbor on a different accelerator
evicts the primary’s entries from the shared cache.

Key takeaways. These experiments show that on-chip mem-
ory contention is not confined to tenants sharing the same
accelerator. Whether the neighbor’s workload runs through
the same HWS pipeline or a different engine, it contends for
the same physical SRAM, evicting the primary’s flow entries
and inflating both median and tail latency. As NICs consoli-
date more accelerators, longer network-function chains, and
larger working sets onto the same chip, contention for these
shared resources is likely to intensify, further amplifying this
latency inflation. Even today, the inflation reaches several
microseconds, precisely the regime where latency-sensitive
systems have already engineered away much of the host-side
jitter [21, 23, 34, 35]. As a result, the NIC itself increasingly
becomes the bottleneck determining end-to-end tail latency.

2.2 Missing Abstraction and Interface

Existing mechanisms for multi-tenant NICs do not yet ad-
dress this case. Prior work either statically partitions pro-
grammable NIC resources [22] or schedules and multiplexes
programmable functions [26, 30, 31], but the contention we
observe arises underneath these abstractions, in the physical
resources shared across fixed-function and programmable
accelerators.

The natural alternative would be to rely on the NIC’s exist-
ing control-plane interfaces. However, these interfaces were
designed to provision accelerator state, not to manage the
shared physical resources that state contends for at runtime.
Operators install, delete, and cap flow rules, RDMA queue
pairs, and security associations on fixed-function accelera-
tors, while DPA programs allocate and free memory directly.
What occupies the on-chip memory, however, is determined
by the hot working set rather than the configured state: many
cold rules may consume little cache space, while a small hot
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Figure 3: NicOS architecture. The blue components comprise
NicOS. Operator-defined policies run over the NicOS policy
interface, while NIC vendors provide resource-management
primitives for the shared NIC resources.

workload can dominate it. Without direct visibility into the
runtime usage of these shared resources, software can only
infer contention indirectly through coarse proxies.

Even a runtime view is insufficient if every accelerator
keeps a private namespace. An operator can ask HWS about
flow-table state or the DPA about allocated memory regions,
but no common operation can ask whether tenant B’s DPA
state is evicting tenant A’s HWS entries, because the two
engines do not name their consumers in the same space.
Bridging this gap requires a resource-management layer with
a shared abstraction for the physical resource, a common
namespace for its consumers, and actions that can change
placement or allocation wherever contention arises.

3 NicOS Vision

We propose NicOS as the NIC-resident resource-management
layer this gap calls for, governing the shared on-chip re-
sources across tenants and accelerators (Figure 3). Like a
conventional operating system, NicOS separates mechanism
from policy [17, 18]. Rather than embedding a single resource-
management policy into the NIC, NicOS exposes reusable
mechanisms over which operators define their own poli-
cies. Vendors expose reusable resource-management primi-
tives that make shared resources observable and controllable
through a common abstraction, while operators implement
NIC-resident policies that consume those primitives to ex-
press priorities, guarantees, caps, and fairness objectives.
This separation allows the same mechanisms to support
many deployment-specific resource-management policies.

Policies execute on a small programmable runtime inte-
grated on the NIC so they can observe and react to con-
tention where it arises. Running policy at the NIC avoids the
latency of involving the host while keeping the underlying
mechanisms reusable across deployments. For example, one
deployment may protect the tail latency of latency-critical
HWS traffic, while another prioritizes weighted sharing or
caps a DPA workload’s memory footprint, all using the same
underlying mechanisms.



At the heart of NicOS is a resource abstraction that names
consumers of a physical resource rather than private accel-
erator structures. For on-chip memory, a consumer might
be one tenant’s HWS flow table, DPA memory region, IPSec
state, or RDMA translation state. Once policies address these
consumers through a shared namespace, the same control
loop can observe contention, identify who is affected and
who is responsible, and choose an appropriate action. The
action depends on the resource: placement and allocation for
on-chip memory, scheduling for compute, and arbitration
for DMA and interconnect.

In §4, we instantiate NicOS for on-chip memory as one
concrete realization of this architecture.

4 Instantiating NicOS for On-Chip Memory

Separating mechanism from policy requires a common ab-
straction over the shared physical resource, one that both
vendor-provided mechanisms and operator-defined policies
can observe and control. We instantiate this abstraction for
on-chip memory with Accelerator Virtual Memory (AVM).
On-chip memory is a natural first target because it is present
in virtually every NIC, shared across accelerators, and, as
shown in §2, already exhibits measurable cross-accelerator
contention on commodity hardware.

4.1 Resource Abstraction

AVM models the NIC’s on-chip memory as a single shared
resource rather than as accelerator-specific structures. This
abstraction follows directly from the measurements in §2:
regardless of whether contention originates from HWS, DPA,
or another accelerator, it ultimately competes for the same
physical SRAM. Treating memory as separate HWS flow
tables, DPA heaps, or RDMA tables therefore obscures the
resource actually under contention.

Instead, AVM views each tenant’s state on an accelerator
as a consumer of a shared memory pool. Each consumer oc-
cupies some fraction of the pool, referred to as its occupancy.
The object being managed is therefore the shared memory
itself rather than the accelerator-specific structures that hap-
pen to reside in it. This unified view allows one policy to
reason uniformly across tenants and accelerators.

4.2 State Namespace

To manage these consumers, policies need a common nam-
ing scheme independent of any particular accelerator. AVM
therefore addresses each consumer using a (tenant, object)
selector, where tenant identifies the owner of the state and
object identifies the accelerator-visible structure containing
it, e.g., hws. flows, dpa.mem, ipsec.sa, or rdma.mtt. Selec-
tors also support wildcards, such as ("A", =) for all of
tenant A’s consumers or (*, "hws.flows") for all HWS
flow tables.
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Primitive Meaning

observe signals — read as ev.read(sig, sel)

occupancy Share of pool capacity the consumer holds

misses Miss rate the consumer incurs

demand The consumer’s access rate / working-set
churn

p99 The consumer’s tail latency

observe queries — invoked with an explicit argument
contention(pool) Aggregate pressure on a shared pool, e.g.,
its overall miss rate

evictor(sel) The consumer displacing victim sel

act operations — invoked on a selector
pin(sel) Placement: hold resident in the fast tier
demote(sel, tier) Placement: move to a slower tier as pres-
sure builds

Placement: restore to a faster tier once
pressure clears

Allocation: bound the share of the pool the

consumer may hold

promote(sel, tier)
cap(sel, frac)

weight(sel, w) Allocation: share the pool proportionally

among competitors

Table 1: NicOS’s observe signals, queries, and act operations.

The object is the natural management granularity because
it preserves the distinction between a tenant’s different ac-
celerator states without exposing accelerator-specific imple-
mentation details. For example, a policy can independently
manage tenant A’s HWS flow table and DPA memory while
remaining agnostic to how either accelerator organizes its
internal state.

4.3 Mechanism and Policy Interface

Mechanism. Given the resource abstraction and namespace,
AVM requires a small set of hardware primitives that observe
and control each consumer at runtime. The observe primi-
tives expose per-consumer signals such as occupancy, misses,
and latency, much as CPU cache-monitoring hardware does
per core [37]. The act primitives control two aspects of a
consumer: its placement, determining which memory tier
holds its state, and its allocation, determining how much of
the shared pool it may occupy.

Policy interface. Policies are event-driven programs over
(tenant, object) selectors. Table 1 summarizes the pro-
posed interface. A policy registers handlers over observed
signals (e.g., @icos.on(pred)); when triggered, it queries
additional resource state through the observe interface and
invokes act operations to adapt placement or allocation. Se-
lectors may refer to an individual consumer or a wildcarded
group, allowing policies to react to pool-wide contention
before identifying and managing the responsible consumers.
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The interface intentionally exposes policy-level operations
rather than accelerator-specific controls. Each accelerator
implements these operations through its own driver. For ex-
ample, demote () may steer an HWS flow table to a software
path, remap a DPA memory region to DRAM, or park RDMA
state in a slower tier. Policies therefore operate over a single
abstraction while accelerator-specific implementation details
remain hidden behind the driver.

4.4 Example Policies

The following examples illustrate how the same policy in-
terface naturally expresses both intra- and inter-accelerator
resource-management policies.

Intra-accelerator contention. The policy in Listing 1 miti-
gates the intra-accelerator contention shown in §2. It protects
the primary tenant while allowing lower-priority tenants
to use the fast memory tier whenever capacity is available.
When contention arises, the policy progressively demotes
lower-priority tenants’ flow tables to on-NIC DRAM until
the primary’s latency SLO is restored. Unlike static partition-
ing, memory is allocated dynamically according to runtime
demand rather than fixed reservations.

Listing 1: Demoting lower-priority tenants’ flow tables to
protect the primary tenant.

@nicos.on(contention(ICM) > 7) # ICM pool contended
def protect_hws(ev):
vip = ("primary", "hws.flows") # protected tenant
for t in LOW_TO_HIGH: # tenants, low priority first
if ev.read("p99", vip) <= SLO: # primary recovered?
break
nicos.demote((t, "hws.flows"), tier=DRAM)

Inter-accelerator contention. The inter-accelerator sce-
nario in §2 uses the same policy interface but addresses
contention spanning multiple accelerators. Because all con-
sumers share a common namespace, a policy can identify
the specific consumer responsible for contention even when
the victim and the culprit reside on different accelerators.
For example, if tenant B’s DPA memory evicts tenant A’s
HWS flow entries, the policy caps only tenant B’s memory
consumer rather than throttling all DPA traffic. The policy
is written once and reused across accelerators; only the con-
sumer selector changes.

5 A Software Prototype

We built a software prototype on a BlueField-3 (BF-3) [12],
which combines CX-7 silicon with on-NIC ARM cores and
DRAM. The NicOS manager, the agent that runs the oper-
ator’s policy, executes on BF-3’s ARM cores, faster to re-
act than an equivalent host implementation. CX-7 lacks the
two hardware primitives NicOS’s design calls for, so we
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Figure 4: Primary tenant’s p99 latency over time. Without
NicOS (red), on-chip memory contention inflates the tail;
with NicOS (blue), steering the neighbor to the ARM path
recovers most of it.

emulate them with existing DOCA APIs [6]: its telemetry
API [7] stands in for the observability hook, reporting the
ICM cache’s hit and miss rates, and its flow API [5] stands
in for the placement hook, steering traffic between the HWS
and ARM paths. We implement the intra-accelerator miti-
gation policy of Listing 1, using the DSCP field to classify
traffic into priority classes.

Observability. The manager reads DOCA’s aggregate ICM
cache miss rate and treats sustained high misses as memory
contention. The signal is coarse but reflects our observability
primitive, since evictions and ICM cache misses rise together
as memory pressure grows. Being aggregate, however, it tells
NicOS that the pool is contended but not which consumer is
responsible.

Placement. To relocate the low-priority class’s state out of
the contested SRAM, the HWS NF chain is replicated on an
on-chip hardware path and an ARM path whose state lives
in on-NIC DRAM. As the placement primitive, NicOS steers
lower-priority classes to the ARM path as contention rises
and promotes them back as it clears, moving whole classes
between two fixed paths. We realize this steering with an
indirection table in HWS, where each class maps to a single
entry that forwards it to the HWS or ARM path. A hardware-
native placement primitive that could pin, demote, and pro-
mote individual consumers across memory tiers would let
policy act at the granularity where contention arises.

6 Preliminary Evaluation

We evaluate the effectiveness of our prototype by measuring
its latency reduction, reaction time, and resource overhead.
Tail-latency reduction. We repeat the intra-accelerator
contention experiment of §2, fixing the neighbor’s flow count
at 2 million and assigning the primary tenant high prior-
ity and the neighbor low priority. Figure 4 shows how the
primary’s p99 latency evolves over time, with and without
NicOS. NicOS reduces the primary’s p99 latency by 2.2 us
(1.4x) relative to the unmanaged baseline.

Residual I/0O contention. Ideally the primary’s latency
would return to its pre-contention baseline once NicOS steers



the neighbor away, but Figure 4 shows it settles about 1.1 us
above it. NicOS removes the on-chip memory contention,
yet other shared resources remain contended, and the on-
chip RX/TX path is one of them. Its hardware I/O scheduler
and per-class receive buffers provide only best-effort fairness
across co-located traffic, which NicOS’s memory manage-
ment does not address. This residual motivates extending
NicOS to the other shared resources.

Reaction time. The time from contention onset to applied
steering is 152 ps, of which roughly 50 s is the telemetry
query and 5.3 ps the flow-entry update over a kernel-bypass
path; the remaining delay comes from the software control
loop on the ARM cores and DOCA API overhead. Actuation
is relatively cheap, while the cost lies in observing contention
and running policy in software. Hiding the latency spikes
during this reaction window will require hardware-native
observe-and-act.

Manager footprint. The manager runs on a single ARM
core, and its two-level indirection table occupies negligible
on-chip memory, so the manager itself does not become a
noisy neighbor.

7 Related Work

Programmable NIC resource management. Prior work
on NIC multi-tenancy targets programmable NICs. FairNIC [22]
statically partitions programmable cores, cache, and acceler-
ators across tenants, while PANIC [30] and SuperNIC [31]
schedule and isolate offload chains on programmable Smart-
NICs. OSMOSIS [26] goes further, dynamically multiplexing
a programmable SmartNIC’s compute and I/O among ten-
ants under tenant-level QoS. All of these manage resources
within the programmable execution environment. NicOS in-
stead targets the physical resources shared underneath both
fixed-function and programmable accelerators, exposing one
abstraction and mechanism/policy interface over shared on-
chip memory, compute, DMA, and interconnect, independent
of any single accelerator’s implementation.

RDMA performance isolation. Another line of work stud-
ies performance interference in RDMA. It characterizes the
NIC’s hidden microarchitectural resources [28], enforces iso-
lation at a programmable PCle switch [32], or shapes inter-
fering traffic in host-side software [38]. These efforts focus
on the RDMA engine, whereas our measurements show con-
tention crossing accelerators through the shared on-chip
memory. NicOS therefore treats these shared physical re-
sources as first-class objects rather than reasoning about
each accelerator in isolation.

8 Future Directions

We conclude by outlining several open research questions
toward realizing the NicOS vision.
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Memory architecture. Today’s NICs largely treat on-chip
SRAM as a hardware-managed cache for accelerator state,
such as CX-7’s ICM cache. Our measurements suggest that
this caching model may become increasingly inefficient as
NICs consolidate heterogeneous accelerators with rapidly
changing working sets. NicOS instead exposes placement
primitives that naturally support treating on-chip SRAM and
host or on-NIC DRAM as an explicitly managed memory
hierarchy. Should future NICs then continue to rely primarily
on hardware-managed caches, or should memory residency
become a software-managed resource?

Beyond memory. We instantiate NicOS for on-chip mem-
ory, where the abstraction is a shared resource pool, a com-
mon namespace over its consumers, and observe and act
primitives that let policy adjust placement and allocation at
runtime. The same pattern should extend to the NIC’s other
shared resources. Programmable compute could be exposed
as dynamically allocatable execution contexts rather than
statically assigned cores, DMA bandwidth as a schedulable
resource rather than a fixed reservation, and on-chip inter-
connect as an arbitrable medium across competing traffic
classes. For each, the open problem is finding the minimal
mechanisms that enable such runtime management without
baking deployment-specific policy into silicon.

Another challenge is that these resources are not indepen-
dent. Relieving contention on one often shifts it to another,
since moving state from SRAM to DRAM eases memory
pressure but adds DMA traffic, and throttling compute frees
memory at the cost of throughput. Should a NIC then manage
each resource independently, or coordinate them across the
chip, balancing latency, throughput, fairness, and utilization
without becoming prohibitively complex?

Policy programming model. This paper sketches one pos-
sible policy interface through event-driven observe-and-act
programs, but it is unlikely to be the only viable model.
What is the right abstraction for expressing NIC resource-
management policies? Should policies specify what resource
objectives to achieve, or how resources should be managed?
How expressive can policies be while still meeting the NIC’s
tight latency and compute budget and remaining predictable
enough that a misbehaving policy cannot destabilize the data
path? The policy programming model may matter as much
as the underlying hardware mechanisms.

Policy composition. Multiple policies may coexist over
the same mechanisms, from vendor policies for safety to
operator policies for deployment goals, and eventually per-
tenant policies. How should they compose, and how should
conflicts be resolved while vendor policies still guarantee
safe operation? Just as operating systems evolved from fixed
schedulers to extensible resource managers, NicOS raises the
question of safe composition between vendor mechanisms
and deployment-specific policies.
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